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Information effortiessly;and on a
budget!
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Agenda

- What is social engineering?

- How does it work?

- How much does it cost?

- Case Study: His Holiness Dalai Lama
- What to do about it?

- Some other social engineers
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Guess who?
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Guess who?
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Social engineering IS...

V4

€ a b o/img to a person to gain
Information or access and

é confidence trickery is about
exploiting trust.
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A social engineer operates by...

¢ ... assuming an Identity and claiming to
be a person who he iIs not

¢ ... asking for information or to perform an
action without authority to do so.
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Social Engineer achieves his goals by
applying levers to human behavior, such as:

¢ Uniform and trappings of arole.

¢ Transferred credibility and attribution:
- T0 be seen with a trusted / known person
- Hang around the premises T employee

¢ Reactance | taking away and then offering to get it
back.

¢ Momentum of Compliance
- Inserting an invalid question amongst a stream of valid
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From boring to hero

Was: bored In the office

Is: a hero!
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Try Fear!
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Here are some of the common ways of pulling the levers:

¢ Posing as fellow employee.

¢ Posing as an employee of a
vendor, partner company, law
enforcement.

4 Posing as someone in
authority.

¢ Offering help if a problem
occurs, then making the
problem and manipulating
victim

¢ Sending a free software patch

/ cool game / fun stuff / Trojan.

¢ Phishing
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¢ Leaving a floppy / USB stick /
CD with Trojan on it

¢ Using insider vocabulary to
gain trust

¢ Manipulating Caller ID / fax
headers to appear to come
from inside

¢ Pretending to work remotely
and have a problem
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